The Intricacies of
Sizecoding on Linux

Pushing the interest and boundaries of a
very interesting platform
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People are interested!
What makes Linux interesting?

=> Libraries!
FFT? Surel
GLU, Opus, all there!
Rendering? ;-)

mark@nene: ~ - O @

-s http://releases.ubuntu.com/18.10/ubuntu-18.10-desktop-amd64.manifest

| -1

1785

% -s http://releases.ubuntu.com/18.10/ubuntu-18.10-desktop-amd64.manifest
| Alib | -1

82'i'


http://releases.ubuntu.com/18.10/ubuntu-18.10-desktop-amd64.manifest

Ew, Linux?!

People are interested!
What makes Linux interesting

=> Libraries!
FFT? Sure!
g S GLU, Opus, all there!

0x0000000000000000 0x00007ffFf7fcof70

00000000 0x0000000000000001 0x00007ffff7fae780 H
rosererreeatas oxoooorFeeerereotd Rendering
0x00007ffff7fe3b50 0x0000000000000007 0x0000000000000206

0x00007ffff7fbo196 0x00007fffffffe108 0x0000000000000000
0x0000000000000000 0x00007ffff7b fed IF ]
0x00000033 0x0000002b 0x00000000

SOUE:EOOOOOGO 0x00000000 0x00000000 open!
L See what your dependencies really
/2 Register the destructor of the dynanic Linker if there is any. */ are do|ng|

__cxa_atexit ((void (*) (void *)) rtld_fini, NULL, NULL);

#endif /* ISHARED */

#ifndef SHARED
/* Call the initializer of the libc. This is only needed here if we
are compiling for the static library in which case we haven't

Stack

[0] from 6x00007ffff7ba3fed in __libc_start_main+61 at ../csu/libc-star
main - 6x7ffff7fae780
argc - 1

argv ox7fffffffe110
init = ex7ffff7fcof7e
finl - ex7ffff7fcefde
rtld_fini - ex7ffff7fe3bse <_dl_fini>
stack_end ox7fffffffe108
[1] from

Threads

[1] id -linux-x86-64 from 0x00007ffff7ba3fed in __libc_start_main+61 at




Ew, Linux?!

People are interested!
What makes Linux interesting?

=>» Libraries!
FFT? Surel!

GLU, Opus, all there!
Rendering? ;-)

Open!
See what your dependencies really
are doing!

Universal!
Secretly powers a lot of devices,
lots of opportunities!




Linux prod count:



Linux prod count:

(as per Pouet)



OFFICIAL™ DEMOPARTY SURVEY

1
LACK OF TOOLING

2
LACK OF INFO

( PRECONCEPTIONS? )




Revision party quotes

Quotes for illustrative purposes only, possibly slightly altered to protect the guilty



# systemctl enable linux-prods
# rc-update add linux-prods
# update-rc.d add linux-prods

# chkconfig --add linux-prods



.TOC.

Target platform

Executable basics
Dynamic linking
Console to GL
Crunching it all down

The FUTURE »




stat /target

-> Latest Ubuntu 64-bit
currently: 18.10

“
->  Proprietary NVIDIA driver

{
>  Default packages only! U b U n tu ."'

(still a lot)
libopus, imagemagick, fftw, espeak..




glibc 1d. so (dynamic linker)

@
no SDL, GLFW, GLUT ‘\

{
64-bit libraries only .f.'
.. N0 x32 either .. :~( U n U

Static linking: forget about it




(= 3.3.8-2)_pr

libfftw3-double3

>=4.9)

But! Lots of inte

libfftw3-long3

(>=4.9)

>=4.9)

libgompl

\

already there

python-fftw

libfftw3-single3

.

w1

libfftw3-3

Fourier, text-to-

science-nanoscale-physics

Your own discretion what to use and
what not!

Things may “disappear”
apt-rdepends -d

--state-follow=Installed <pkg>
can be used to figure out dependencies!

(= 3.3.8-2)

fftw3

c-8-base




Loading ELF

unsigned char e_ident[EI_NIDENT];

- ELF headers can be blgl E1f32_Half e_type, e_machine;
. E1f32_Word e_version;
= Who checks these? DT ("
typedef struct { off, e_shoff;
E1f32_Word p_type; ags,
e E1f32_Off p_offset; S1Z€;
Static: kernel ELIf32_Addr  p_vaddr; entsize, e_pEnum;
g maeAn A - ~-ddr; entsize, e_shnum;
Dynamlc' '.d.SO typedef struct { lesz; strndx;

E1f32_Word st_name; qsz;:
E1f32_Addr st_value; gags;
E1f32_Word st_size; ign;
unsigned char st_info;
unsigned char st_other;
E1f32_Half st_shndx;

} E1f32_Sym;



Does it all of this?

S readelf -a ./test

Class: unknown: 31
Data: unknown: db
OS/ABI: unknown: b@
> ' Start of section headers: 23378022 (bytes into file)
b Flags: Ox6ebe389
> E
¢ Size of section headers: 32973 (bytes)
Number of section headers: 60248
S ./test

hello world


https://www.muppetlabs.com/~breadbox/software/tiny/teensy.html

Process loading examined

(how do I shot ELF?)

Kernel decides what happens:
-> Static binary: kernel parses directly
=> Dynamic binary: dynamic loader loads binary instead

Check parsing code of either!
- Unparsed fields — code (or zeroes)
- Parsed but controllable fields (e_entry)



Entry to sizecoding

argv[@] = "./test"
AT_NULL, ©

: QEEEOO' 287 - Default entrypoint:
. C runtime library (crt@/crt1.o)
SELrem|| 1) - Roll our own! -nostartfiles
environ[0@]
&argv[3] = NULL => Info passed by kernel on the stack

&argv[2]

&argv[1]

&argv[0] Stack not aligned by default!
argc=3

Required by SSE or segfault
1-byte trick: push rax

Manual system calls (int 0x80/syscall/swi #0)

Graphics: /dev/console, /dev/vcsa, fbhdev
https://www.pouet.net/prod.php?which=3696

- Sound: device files, ioctl(), write()
nah actually, just pipe to /usr/bin/aplay

‘X



https://www.pouet.net/prod.php?which=3696

Meet Marcos.

Serious programmer

Runs a Windows shop

Doesn't know dynamic linking
Wants to learn Linux sizecoding

0 2

Story for illustration purposes only




Marcos just wants to use GL.

What he needs is...

Dynamic
Linking

...but he’s heard that’s hard.



What makes dynamic
linking so heavy?

typedef struct { = Dynamic 'Unkelr (PT_INTERP)
E1f64_Word st_name: -> Needed libraries (DT_NEEDED)
U”Signeg CEar St-im;O: - All symbols, verbatim
unsigned char st_other; -
E1f64_Section st shndx. | B PIC and relocation headers
E1f64_Addr st_value; - Support headers

E1f64_Xword st_size;

} E1f64_Sym: S cc -0s -0 hello hello.c && strip hello

$ 1s -1 hello
-rwxr-xr-x 1 mark mark 14312 Apr 20 09:58 hello




What makes dynamic
linking so heavy?

Relocation: dynamic linker instruction to patch an typedef struct

executable in-memory E1f32_Addr r_offset :
E1f32_Word r_info;

Everytime an instruction accesses a symbol. } E1f32_Rel;

This scales absolutely terribly.

typedef struct {

GOT: global offset table, structure at the start where E1f32_Addr r_offset;
all resolved symbols are put once E1f32_Word r_info;
PLT: procedure linkage table, small code stubs that E1f32_Sword r_addend;

jump to addresses in the GOT } E1f32_Rela;




ld.so cares more :(

- Need dynamic linker to do anything at all
if (elf_header->e_ident [EI_CLASS] != E1fl (CLASS)) -> EXtreme[v m|n|ma[ headers become hard
{
if (opt_verbose) l. ﬂOﬂ-Staﬂdal’d

{

if (elf_header
error (@, 9, I
B Import-by-has
error (9, 9, u
else
error (9, 9,
¥
return 1;

g Nobody said we had to use 1d. so all the time!

Minimal but barely-satisfying headers to just
have 1d. so load our binary and dependencies
Do everything else ourselves, ho more
Elf_Sym/Elf_Rel headers and extra sections!

‘X



Prior art

= bold
S 1d ./test
Dynamic section at offset Oxe@ contains 6 entries: .
Tag Type Paved the way for. this approach!
Name/Value Processes relocations manually
0x0000000000000005 (STRTAB) 0x10164
0x0000000000000001 (NEEDED) Shared Not portable .
library: [1ibGL.so0.1] Broken due compiler change :-(
0x0000000000000001 (NEEDED) Shared
library: [libgtk-3.s0.0]
0x0000000000000001 (NEEDED) Shared
library: [libgobject-2.0.s0.0] dnload
0x0000000000000001 (NEEDED) Shared
library: [libc.so0.6]
0x0000000000000006 (SYMTAB) 0x0 Portable!

Includes GLSL minifier

Own full linking step

Very intrusive

Hardcoded list of known symbols
Input is (C/C++) source, not object files
Was until recently broken on Linux



http://www.alrj.org/pages/bold.html
https://github.com/faemiyah/dnload

iIntroducing smol

simple/shoddy/smart minsize-oriented linker

simple
portable
generic
smaller

simply replace your 1d step with smold

wraps GNU ld, loader code portable to any ELF platform
feed it .o files from any language, integrate it how you want
uses custom hash-based import system, no STRTAB/SYMTAB

https://qgithub.com/Shizmob/smol




scan input *. o files for [ Ught Side ]

unresolved symbols
smoldS$ readelf -sW obj/hello.start.o | grep UND

readelf & scanelf to the rescuel! NOTYPE LOCAL DEFAULT ,
NOTYPE GLOBAL DEFAULT __printf_chk
NOTYPE GLOBAL DEFAULT _GLOBAL_OFFSET_TABLE
NOTYPE GLOBAL DEFAULT exit
NOTYPE GLOBAL DEFAULT __Llibc_start_main
resolve symbols smold$

create hash symbol table

we have all the required flags!

[section .rodata.neededlibs]

db "libc.so0.6",0
[section .data.smolgot]

global __printf_chk

create minimal new header
attach loader, do final link

dq 0xb4ebe206b
global _ libc_start_main

dq 0xf63d4e2e
global exit

dq 0x7c967e3f

custom linker script for efficiency db o




/¥ Symbol hash table. #*/
. E1f_Symndx 1_nbuckets;
a r S I e E1f32_Word 1_gnu_bitmask_idxbits;
E1f32_Word 1_gnu_shift;
const E1fW(Addr) *1_gnu_bitmask;
union

idea: obtain dynamic linker's own state !
and abuse it for symbol resolution const E1f32_Word *1_gnu_buckets;

const E1f_Symndx *1_chain;

- DT_DEBUG section, offset x4 -
meh, extra sections union
> leak from _dl_start_user() {

const E1f32_Word *1_gnu_chain_zero;
const E1f_Symndx *1_buckets;

poke 1d. so state, obtain library b
symbol hash arrays for free!
x86_64:
x86: EQ

jump! hash replaced by relative address
PLT is GOT




Other small tricks

-> PT_INTERP:
do we actually need it?
§ /1ib64/1d-*.so ./x

-> Sections? Never heard of ‘em!
one giant RWX ubersection

-> argc/argv/envp
not passing them saves bytes!
bring your own environment




Speaking of small tricks...






~42 bytes overhead

N

00000000 |cp SO /tmp/M; (se|

(0000020 |15 10xit 1.

E |_:8_:exit.].....
veryone uses oo oo
00000050 | ..J;1....!I.:N. |

shell droppers i oot
|

00BoBBsO | ............ i;"?



= Touch the file system

-  LFwww, sh?!

= LZ compression sucks (for x86):

8d3d1c060001
8b2db800000O1
8b6d04
8b6d0oc
8b7508

ad

831805

75fa

lea
mov
mov
mov
mov

edi,
ebp,
ebp,
ebp,
esi,

[0x100061cC]
[0x10000b8]
[ebp + 4]
[ebp + Oxc]
[ebp + 8]

lodsd eax, [esi]

cmp

eax,

5

jne ©x1000102

But they suck.



Attempt to fix #1.:

Fishypack, vondehi

= Really small decompression stub (asm)

= Does everything (memfd_create)
- A bit larger: ~ bytes

e 2

Still LZ (uses gzip/xz)

https://gitlab.com/PoroCYon/vondehi



https://gitlab.com/PoroCYon/vondehi

Attem Pt to fix #2: PAQ1-based Arithmetic Range Coder

XLI N K — good for x86!

No kkrunchy “instruction stream
See also: LCA2019, “Executable Code Golf”

2K’

splitting”; use general approach

Currently DOS-only...
Expect more soon!

https://github.com/negge/x1link



https://github.com/negge/xlink

Compiler voodoo

Telling gcc/clang to behave when you don't want to go 100% ASM

-02/-0s -march=haswell -ffast-math

-flto -fuse-linker-plugin
-fno-unwind-tables
-fno-asynchronous-unwind-tables
-ffunction-sections -fdata-sections

-no-pie -fno-pic -fno-pie -fno-plt
-fno-stack-check -fno-stack-protector
-fomit-frame-pointer

-march=haswell -WI1,
-flto -fuse-linker-plugin

-ffunction-sections -fdata-sections
-W1l, --gc-sections

-no-pie -fno-pic -fno-pie -fno-plt
-nostdlib -nostartfiles

Output: another object file



Now we have all the ingredients

Road to GL

Linking to GL: GetProcAddr

...oruse libglvnd, link as usual



Attempt #1
X11+GLX

https://github.com/blackle/Linux-OpenGL-Examples: xlib-opengl.c

x1ib sucks

Verbose API, brittle, GLX stuff


https://github.com/blackle/Linux-OpenGL-Examples/blob/master/xlib-opengl.c

Attempt #1.1
X11+EGL

More compatible than GLX!
Less strict about the window state!

This still sucks.

EGL can sometimes be worsel



Attempt #2

libgstreamer1.0-0:amd64 1.14.4-1
libgtk-3-0:amd64 3.24.1-Tubuntu2
libgtk-3-bin 3.24.1-Tubuntu2

ubuntu-18.10-desktop-amd64.manifest

gtk_gl_area_make_current(gtk_gl_area_new());

We have a GL context!

https://github.com/blackle/Linux-OpenGL-Examples: gtk-opengl.c



https://github.com/blackle/Linux-OpenGL-Examples/blob/master/gtk-opengl.c

sdiscarded-qualifiers]
SYS_pipe(syncpip2);
In file included from src/snd.c:4:
inc/sys.h:433:35: note: expected ‘int *' but argument is of type ‘volatile int *'
SYSCALL_FUNC ssize_t SYS_pipe(int fd[2]) {
cc -o "obj/frag_glsl.bin.o" -c "obj/frag_glsl.bin.c" -flto -fuse-linker-plugin -I inc -I obj -g -02 -fno-plt -fno-sta
ck-protector -fno-stack-check -fno-unwind-tables -fno-asynchronous-unwind-tables -fomit-frame-pointer -ffast th -Wa
11 -Wno-attributes -Wno-unused-function -Wno-unknown-pragmas -no-pie -fno-pic -fno-PIE -fno-PIC -m64 rch=core2 -ff
unction-sections -fdata-sections -DNEED_ENVIRON -DCUSTOM_CRT® -DBACKEND _X11_EGL -DCANVAS_RESIZABLE -DVSYNC -DUSE_LIB
C_START_MAIN -DMODE_REL -DCANVAS_WIDTH=800 -DCANVAS_HEIGHT=640
cc -0 "obj/snd.bin.o" -c "obj/snd.bin.c" -flto -fuse-linker-plugin -I inc -I obj -g -02 -fno-plt -fno-stack-protector
-fno-stack-check -fno-unwind-tables -fno-asynchronous-unwind-tables -fomit-frame-pointer -ffast-math -Wall -Wno-attr
ibutes -Wno-unused-function -Wno-unknown-pragmas -no-pie -fno-pic -fno-PIE -fno-PIC -m64 -march=core2 -ffunction-sect
ions -fdata-sections -DNEED_ENVIRON -DCUSTOM_CRT® -DBACKEND _X11 EGL -DCANVAS_RESIZABLE -DVSYNC -DUSE_LIBC_START_MAIN
-DMODE_REL -DCANVAS_WIDTH=800 -DCANVAS_HEIGHT=640
cc -0 "obj/vert_glsl.bin.o" -c "obj/vert_glsl.bin.c" -flto -fuse-linker-plugin -I inc -I obj -g -02 -fno-plt -fno-sta
ck-protector -fno-stack-check -fno-unwind-tables -fno-asynchronous-unwind-tables -fomit-frame-pointer -ffast-math -Wa
11 -Wno-attributes -Wno-unused-function -Wno-unknown-pragmas -no-pie -fno-pic -fno-PIE -fno-PIC -m64 -march=core2 -ff
unction-sections -fdata-sections -DNEED_ENVIRON -DCUSTOM_CRT@ -DBACKEND_X11 EGL -DCANVAS_RESIZABLE -DVSYNC -DUSE_LIB
C_START_MAIN -DMODE_REL -DCANVAS WIDTH=800 -DCANVAS HEIGHT=640
cc -Wl -0 "bin/main.inc.o" obj/main_x11 glx.c.o obj/crt@.c.o obj/main default.c.o obj/shdr.c.o obj/main_x11 _egl.c.
o obj/file.c.o obj/loop.c.o obj/snd.c.o obj/frag_glsl.bin.o obj/snd.bin.o obj/vert_glsl.bin,o \

-Wl,--whole-archive demo/bin/demo_s.a -Wl,--no-whole-archive )\

-flto -fuse-linker-plugin -I inc -I obj -g -02 -fno-plt -fno-stack-protector -fno-stack-check -fno-unwind-tab
les -fno-asynchronous-unwind-tables -fomit-frame-pointer -ffast-math =Wall -Wno-attributes -Wno-unused-function -Wno-
unknown-pragmas -no-pie -fno-pic -fno-PIE -fno-PIC -m64 -march=core2 -ffunction-sections -fdata-sections -DNEED_ENVI
RON -DCUSTOM_CRTO -DBACKEND_X11 EGL -DCANVAS_RESIZABLE -DVSYNC -DUSE_LIBC_START _MAIN -DMODE_REL -DCANVAS_WIDTH=800 -D
CANVAS_HEIGHT=640 -nostdlib -Wl,--entry -Wl, start -Wl,--gc-sections -Wl,--print-gc-sections
Jusr/bin/ld: removing unused section '.comment' in file '/tmp/cc9EWNwndebugobj'

Jusr/bin/ld: removing unused section text.effect_kill' in file '/tmp/cclEachi.ltrans@.ltrans.o

/usr/bin/ld: removing unused section text.effect_tick' in file '/tmp/cclEachi.ltrans®.ltrans.o'

/usr/bin/1ld: removing unused section '.text.effect_init' in file '/tmp/cclEachi.ltrans@.ltrans.o'

/usr/bin/ld: removing unused section '.text.snd wait_sync' in file '/tmp/cclEachi.ltrans0.ltrans.o'

/usr/bin/ld: removing unused section '.text.snd_fork_ addr' in file '/tmp/cclEachi.ltrans®.ltrans.o'

Jusr/bin/ld: removing unused section '.text.snd_fork_file' in file '/tmp/cclEachi.ltrans@.ltrans.o'

/usr/bin/1ld: removing unused section '.text.loop_tick' in file '/tmp/cclEachi.ltrans®.ltrans.o'

cc -o "bin/main.ld" "bin/main.inc.o" -flto -fuse-linker-plugin -I inc -I obj -g -02 -fno-plt -fno-stack-protector -fn

o-stack-check -fno-unwind-tables -fno-asynchronous-unwind-tables -fomit-frame-pointer -ffast-math -Wall -Wno-attribut

es -Wno-unused-function -Wno-unknown-pragmas -no-pie -fno-pic -fno-PIE -fno-PIC -m64 -march=core2 -ffunction-sections
-fdata-sections -DNEED_ENVIRON -DCUSTOM_CRT® -DBACKEND_X11_EGL -DCANVAS_RESIZABLE -DVSYNC -DUSE_LIBC_START_MAIN -DM

ODE_REL -DCANVAS_WIDTH=800 -DCANVAS_HEIGHT=640 -Wl,--as-needed -1EGL -1GL -1m -1X11 -1Xcursor -1Xrandr -Wl,--build-id

=none -z norelro -Wl,-z,noseparate-code -Wl,--no-eh-frame-hdr -Wl,--no-1d-generated-unwind-info -T ld/smaller64.ld -

Wl,--hash-style=sysv -Wl,-z,nodynamic-undefined-weak -Wl,--gc-sections -nostartfiles -Wl,-Map=bin/main.ld.map -Wl,--c
re

objcopy -R .gnu.version -R .gnu.version_r "bin/main.ld" "obj/main.ld.nover"

/home/poro/src/arco/k2/glengine/ext/noelfver/noelfver "obj/main.ld.nover" > "bin/main.ld.stripped"

strip -s "bin/main.ld.stripped"

/home/poro/src/arco/k2/glengine/ext/ELFkickers/sstrip/sstrip -z "bin/main.ld.stripped"

chmod +x "bin/main.ld.stripped"

/home/poro/src/arco/k2/glengine/tool/autovndh.py -g -1 -v --vndh /home/poro/src/arco/k2/glengine/ext/vondehi "bin/mai

n.ld.stripped" > "bin/main.ld.vndh"

3015 xz

final: 3181

chmod +x "bin/main.ld.vndh"

python3 /home/poro/src/arco/k2/glengine/ext/smol/smol.py -1EGL -1GL -lm -1X11 -1Xcursor -1Xrandr -lc bin/main.inc.o
"obj/main.smol.syms.asm"

nasm -f elf64 -g -F dwarf -DUSE_INTERP -DUSE_DNLOAD_LOADER -I "/home/poro/src/arco/k2/glengine/ext/smol/src/" -o "obj

/main.smol.stub.o" "obj/main.smol.syms.asm"

1d -nostartfiles --oformat=binary -T /home/poro/src/arco/k2/glengine/ext/smol/1ld/1link.ld -Map=bin/main.smol.map --cre

f -0 "bin/main.smol" obj/main.smol.stub.o bin/main.inc.o

/home/poro/src/arco/k2/glengine/tool/autovndh.py -g -1 -v --vndh /home/poro/src/arco/k2/glengine/ext/vondehi "bin/mati

n.smol" > "bin/main.smol.vndh"

2545 xz

final: 2711

chmod +x "bin/main.smol.vndh"

ioro@alphard:glengme%, bin/main.smol.vndh

[E[o]

sound, (unoptimized) shader, no cursor, 64-bit

S

T

smol + vondehi + zma

V: 85%|28.9 GB/97.9 GB (29.5%)|F 81.78% 0.00W|52 °C|24%|2.08|2019-03-23 03:5



Go make an intro!

Lots of optimizations are still possible, this is only the beginning




We greet

/dev/by-row/15
hi@shiz.me
twitter.com/dev_console

auld / alrj / blackle / breadbox / Calodox
faemiyah / gib3 & tix@ / las / leblane
parcelshit / PWP / Team210 / unlord / yx
PoroCYon/K2
/dev/by-row/20

no social media
just IRC

Questions?




github.com/Shizmob/liner

|

#1sc on IRCNet




